Network Detection and Response Solution

g ed for SMBs. Upgrade your QNAP NAS into an enterprise-class NDR center in
Fe© ] minutes!
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In the Al era, are your Firewall and EDR enough?

( Hidden Al Threats ) (Trqditional Blind Spots) ( The Fatal 1% )

Employees privately using Al Agents Firewall : Turns a "blind eye” to Once threats enter the intranet and
to access data opens a hidden malicious behavior hidden within begin "lateral movement” to target
backdoor in the enterprise intranet. HTTPS-encrypted traffic. your NAS and servers, the damage is

EDR: Fails to block viruses with already irreversible.

unseen Sig natures.



5 Key Protection Advantages of
QNAP ADRA NDR

The QNAP ADRA NDR solution fills. the gray areas missed by firewalls.and EDR. It helps enterprises automatically
block ransomware and malicious attacks before they erupt, without the need to purchase expensive dedicated
security appliances.

Automatic Isolation

Precise control, zero downtime

Proactive Trapping Al Intelligent Analysis

Threat behaviors have nowhere to hide Automatically generates security reports|

Uses behavior analysis and
honeypots to lure threats and filter
suspicious traffic without impacting
network performance.

Isolates only infected.devices upon
detection, keeping the rest of your
network safe and operational.

Visualizes threat paths and
auto-generates comprehensive
security reports mapped to the
MITRE ATT&CK framework.

Risk Navigation

Network-wide risks at a glance

Operational Resilience

Rapid snapshot recovery

Centrally monitors device risk
levels, highlighting the Top b threat
sources and weekly trends.

Integrates with QNAP NAS snap-
shots and the 3-2-1 backup
strategy for rapid system recovery
to a clean state after an infection.

2 Deployment Options for
ADRA NDR Enterprise Intranet Security

Whether your enterprise environment already has a QNAP NAS or not, ADRA NDR offers corresponding deploy-
ment methods. From all-in-one switches to direct expansion on existing equipment, no changes to your current
architecture are required.

ADRA NDR | QGD Series Models ADRA NDR X | QNAP NAS + QSW Switch

« Utilizes QGD series Smart Edge switches; the
switch itself is the security appliance.

+ The QGD Smart Edge switch features a built-in

NDR engine, acting as a complete security device.

+ ldeal for users seeking a seamless, all-in-one
setup without extra configurations.

Core Switch Core Switch 1 Core Switch 2

Distribution Switch

Distribution Switch 1 Distribution Switch 2

ADRA NDR ADRA nDR ADRA nDR ADRA nDR
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Runs directly on your existing QNAP NAS, paired with
compatible QSW switches.

Install via the App Center to manage multiple
switches without dedicated security hardware.

The perfect budget-friendly solution for current
QNAP NAS owners

End Devices

ADRA NDR X L
— =

Mirror Port

-yl
Db

Contactus )

www.qnap.com



